==AVNET

—  Silica

Achieving a legacy cellular security level

Accelerating Your Success”



The 10T Opportunity - Highest Growth in Industrial

IHS- Extended Forecast - Internat Connectable Devices - Installed Base & New Shipmaents
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eSecurity in your everyday life

* VISA/ MASTERCARD

« Cell phone 2G/3G/4G

* https://

|2 PayPal, Inc. [US] | https://www.paypal.com/fr/webapps/mpp/home
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Wireless Wide Area Networks — WAN
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Which problems do our customers face ?
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5 use cases fitting ALL our customers

Brand
protection

Off-line

_— paired
devices

Remote
connected

3 devices
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Brand protection - warranty

« Simplest use-case:

« How to prevent non-authorized
accessories or consumables from
connecting to my device ?

* How to make sure my customers will
purchase consumables from me and not a
cheap competitor ?

* How to discriminate between an original
device/board and a fake copy ?

« How to make sure my production is not
duplicated overnight overseas for a parallel
market ?

* How to make sure my production is not
counterfeited ?

« How can | feel confident warrantying my
products, knowing no one can misuse
them with off-spec accessories ?

« Solution = authenticator chip < 0.50€

==AVNET
9 11 23 March 2017 —_

—  Silica



Usage control - feature control — warranty

« Similar to brand protection

« With the addition of a usage counter:

* Preventing over-usage of a consumable for
health/safety/security reasons

« Preventing over-usage of a consumable
potentially damageable to my device

« Preventing DIY retrofitting of used
consumables potentially damageable to my
device

« Giving me more control over the product
warranty | issue to my customers

« Solution = authenticator chip with
protected counter < 0.50€
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Safe bootloader for safe FW/SW update — warranty

« Similar to brand protection

 How can | make sure only authorized
firmware is downloaded into my devices
once deployed in the field ?

« How can | make sure no one reprograms
my devices in order to _
change/control/unlock functions ?

« How can | make sure no one can
duplicate my production even if they have
my firmware publicly available on the web
t)

* How can | make sure no one
impersonates my firmware with an
infected pseudo-official version ?

« Solution = authenticator chip with
enhanced cryptography 0.50 — 1.00€
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Devices connecting to (remote) server

. Deploying connected devices can get complex and expensive:

. Central units, remote controls, peripherals and remote servers
need to be paired together at some point

. Costly in the field, because handled by a specialized installer
. Costly in terms of brand appreciation if DIY

. Astringent and expensive in the factory if bundles need to be
pre-programmed and pre-packed together

. Security is weak because secret pairing keys are therefore
never renewed during product life

- Always extra costs incurred by logistics, installers, stocks,
negative image

. Avnet Silica factory-pre-provisioned secure elements solve
this:
. With state-of-the-art mechanisms, pairing can be done simply
in the field with the greatest out-of-the-box experience
guaranteed

. With state-of-the-art mechanisms, keys can be renewed
easily at will without human support in the field

. AVS takes the burden of personalizing secure elements
included in the cost of the component

. Solutio€n = secure elements with enhanced cryptography 0.80
-1.20
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What is network security about ?
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Security enabling connected devices since the beginning

Wireless Internet

Wired Internet

Intranet
Cheap
Local Secure
) 0 Element
Diffie-Hellman ' :
nvention of

ublic key
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loT = process loops cross-harvesting data
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Security: Bridging the gap between Embedded and IT
98% of embedded devices are not IP / 6LoOWPAN yet

HW world with HW language: IT world with IT language:
Embedded - .. IPv6

Low-power — / TLS/SSL

Low-bitrate 4 VPN

Low-cost \ { Big Data

MCU Servers

®
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Typical connection of IoT device - need to trust many!

or wireless

Cellular, | =€
DSL, fiber,

Weak security Ok-Good security Good security a
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How about not having to trust anyone  — just in case ?

Cellular, |~ S
DSL, fiber,
etc

How about an extra layer of device- to-server strong security ?

: N ] N ] :
Weak security Ok-Good security Good security Ok-Good security
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End-to-end device-to-server security

,i-

TLS derivatives constrained to networks -
Secure Server

Secure Element

How about an extra layer of device-to-server strong security ?

A\”UE T
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What is really needed...
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How secure are standard MCUs ?

It takes 16min, a laptop,
Matlab, a 150€ USB
oscilloscope & probe to
extract an AES128 key from
\_ any non-secure MCU

Courtesy of Driss Aboulkassimi — CEATech — FR — driss.aboulkassimi@cea.fr : EA\,’“E"D
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Standards — Legacy CC and EMVco are too expensive for loT
Eurosmart is preparing a new European label for 10T in 2018

$ Bundesamt
fiir Sicherheit in der
Infarmationstechnik

+ Full Certificat 's0i e
3 N 0nal agencies
2 + Common Crteria &
INFINEON s :
« Basic Certification - — Easy. :
* New certification schems >3 — Cost effective
ived from CC Hallana! agencs Fixed timeframe [

NXP, MAX

Information
Technology
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Product portfolio
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Quick product selection guide

Linux
Windows

TPM:
INF SLB96xx
STM ST33PHF

1
Light/No OS
Low-power

Brand
protection

Usage control

Secure
p— FW/SW
update

I Off-line paired
devices

Server

= connected
device
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NXP A1006
ATSHA204
MAX DS28E15
INF TRUST B

NXP A1006
INF TRUST B

NXP A1006
TO136

TO136

TO136

Light/No OS

No power
constraint

Brand
protection

Usage control

Secure
= FW/SW
update

Off-line paired
devices

SEIWYED

==l CONnected
device

Low-power products
can of course be used

In the right column as

well

MAX DS28C36

ATECC108
MAX DS28C36

INF TRUSTE | MAX DS28C36

ATECC108 STSAFE A100

INF TRUSTE [~ oo o1

ATECCS08 STSAFE A100

NXP A070CM

ATECC508 MAXQ1061 —— =
NXP AO70CM | STSAFE A100 | s AVS’HEJ




Secure Elements are an affordable and elegant way to keep
private keys safe and to solve key generation & renewal

g

@ Customized and personalized with unique IDs and keys / certificates for the customer

Application-dedicated functions

Tracking Usage Control Anti-counterfeiting IP protection
functions functions functions functions

Application
Il‘_
Application FC
, Management & Secure Firmware
Crypto Library Secure Storage 1S07816 H oSt M C U

Key Management protocols

Application Installer

i SHA True
32 bit AES TIME
ECC Rand RAM I/10

Interface
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Avnet is worth more than just hardware
We are the only ones putting all the pieces together!

= 774 '
S=AVNET D ZAFRAN R
Security services - Certificate Authority:Services - «
Secure element personalization Key Management Services «

Stacks

Hardware | g ﬁfR o T@REEEI_ESD Secure Elementss
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LPWAN

*+ « The TO136 secure element is mounted on Avnet Silica’s Visible Things™
LoRaWAN modem PMOD plugging into a temperature sensor. This sensor

—,
board connects wirelessly to an Actility base-station provisioned on i
ThingPark Wireless providing the LoRaWAN Join Server capability required O a
by the Over-the-Air Activation and the link to a cloud-hosted control panel.” —

. Part number : TO136-LoRaWAN-OTAA

+  “STMicroelectronics Works with Sigfox to Extend Plug-and-Play 10T Security
to Industrial and Consumer Device Makers”

. Part number : STSAFE-A1SX

sigfox
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Avnet Silica Visible Things ™ LoRaWAN secure PMOD

LoRaWAN 868MHz ETSI reference
design
Ultra-low-power Cortex MO+ based:
500nA RTC sleep
128kB flash
32kB RAM

LoRaWAN 1.0.2 stack with TO136
secure element interface

UART
AT-command interface

Ordering code:
BAEPMOD-COM-023-A01S

9 36 23 March 2017

TO136-
LoRaWAN-OTAA SX1272
secure element

transceiver

Cortex MO+
MCU
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Security
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Products Manufacturers

Products Manufacturers

Infineon

OPTIGA™ embedded
security solutions
With tts

offers ea:

TIGA™ product tamily. Infineon
-to-integrate, scalable and

mizable turmkey solutions to meet your
embedded secunty challenges

Markets & Technologies

web page - featuring all products

Markets & Technologies Design Resources

SECURITY

Services About Us Shop Now

Avnet Silica, together with our partners and suppliers are investing into

providing full security reference-designs

Design Resources

Avnet | Infineon | Xilinx
Trusted Platform PMOD
Trusted Platform Mod
al Module (Pmad) for Zyng®-7000 All
SoCs enables a root of trust

TPM) Security

form integrity, remote attestation, and
cryptographic services as required by

industnal Internet of Things Applications

38  {mm) 23March2017

Services About Us

NXP
A700X Family
The A700x family is
Micro
dedicated si

tamper resistant secure

ntrolier Unit (MCU) family using a
dened MX51CPU
wuctors has a long track

curity b

record in security MCUs.

STMicroelectronics
STSAFE-A100

The STSAFE-A100 is a highly secura solution
that acts as a secure element providing

| data management services
host It consists of a full

authentication

1o a local or re
turnkey solution with & secure operating
system running on the latest generation of

secure microcontroliers

Products Manufacturers

Markets & Technologies

Maxim Integrated
DS28E15G+T

The DeepCo
(DS

andresponse aul

hentication functionality with
ion based on the FIPS

an implement

512 b
provides nonvolatile storage of application
data. Additional protected memory holds

a read-profected secret for SHA-2
ons and settings for memory protection

Design Resources

TO136: Certified Secure Element for end-to-end IoT and

Industry 4.0 security

The TO136 is the lowest power certified tiny secure element in the market
Coming with a fully customisable personalisation scheme and command-
set, starting at the lowest volumes in the industry, the TO136 is the most

-

flexible tamper-resistant companion-chip for connected objects, sensors,

actuators, gateways and machines. The hardware is banking-grade

certified according to the EMVco standard (Europay — Mastercard — Visa)

and runs cryptography algorithms stored in its highly protected flash-

memory allowing the deployment of future-proof solutions with remotely upgradable security

schemes while deployed in the field

Key Features

« 136kB secure flash / 4kB secure RAM
« 2.8mA active mode
« Tiny DFN6 3x3mm package

Safran Morpho & Trusted Objects

TO136
TO136 is the lowe r certified tiny
secure element in the market. Coming with a

fully customisable personalfisation
and command-set, starting at the low

volumes in the industry

i

Services About Us

SAFRAN

Morpho

™

TRUST
®BJECTS
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Security web page - capability brochure

Security

wow svne-silicacon
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Comptexity simplified

Security
introduction
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Security web page - white paper

« Explains end-to-
end security
strategy
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loT security: Real problems and solutions.

Introduction
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Security web page - movie

« Available on web page and
YOUTUBE (Avnet Silica
C h a.n n e I) Avnet Silica - Security Supply f;L;iAZPUnufifdrigjer - ._SIEICEA;:_;HBO.R_T‘J' POWER Trai|e x,hanE

Chain 3 years ago Tour of 1
S S iwnid 39,080 vie

e https://www.youtube.com/us
er/SILICAMarcom/videos?so
rt=p&view=0&flow=qrid

==AVNET
9 41 23 March 2017 = SIIIC&'
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Visible Things V2
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Next Generation Starter Kit

= <AVNET
= Silica

- 1 Gateway Board

= 1 Sensor Board

- 1 Sensor Battery

= 1 Gateway Battery
= 2 USB cables

- 1 Adaptor

@ ooy @) wermetormine
Visible Things™ Industrial Starter Kit

The Edge to Enterprise loT Platform (VT-SK-002-A01)

avnet-siiica.com/ visible-things
#VisioleTnings

" =9 &7 TRUSTED
RENesAs i o L) SBIECTS Complexity simplified.

L=
L]

( ﬁfineon_ A8\ MicrocHiP
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SIdO Demonstrations

* Visible Things: Cellular Connectivity using
eUICC Technology to Demonstrate MNO
Switching

« Visible Things: Sensor to Server Secure |oT

* Visible Things: Image Capture, and Microsoft
Azure Cloud Based Cognitive Services.
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