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The IoT Opportunity - Highest Growth in Industrial

 Building & Home Automation
 Industrial Automation
 Fire & Security
 Metering

Source: IHS - Internet Connected Devices
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• VISA / MASTERCARD

• Cell phone 2G/3G/4G

• https://

eSecurity in your everyday life
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Which problems do our customers face ?
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5 use cases fitting ALL our customers

Usage 
control

Off-line 
paired 

devices

Remote
connected 

devices

Safe 
bootloader 
for safe FW 
upgrades

Brand 
protection
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• Simplest use-case:
• How to prevent non-authorized 

accessories or consumables from 
connecting to my device ?

• How to make sure my customers will 
purchase consumables from me and not a 
cheap competitor ?

• How to discriminate between an original 
device/board and a fake copy ?

• How to make sure my production is not 
duplicated overnight overseas for a parallel 
market ?

• How to make sure my production is not 
counterfeited ?

• How can I feel confident warrantying my 
products, knowing no one can misuse 
them with off-spec accessories ?

• Solution = authenticator chip < 0.50€

Brand protection – warranty
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• Similar to brand protection

• With the addition of a usage counter:
• Preventing over-usage of a consumable for 

health/safety/security reasons
• Preventing over-usage of a consumable 

potentially damageable to my device
• Preventing DIY retrofitting of used 

consumables potentially damageable to my 
device

• Giving me more control over the product 
warranty I issue to my customers

• Solution = authenticator chip with 
protected counter < 0.50€

Usage control – feature control – warranty
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• Similar to brand protection
• How can I make sure only authorized 

firmware is downloaded into my devices 
once deployed in the field ?

• How can I make sure no one reprograms 
my devices in order to 
change/control/unlock functions ?

• How can I make sure no one can 
duplicate my production even if they have 
my firmware publicly available on the web 
?

• How can I make sure no one 
impersonates my firmware with an 
infected pseudo-official version ?

• Solution = authenticator chip with 
enhanced cryptography 0.50 – 1.00€

Safe bootloader for safe FW/SW update – warranty
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• Deploying connected devices can get complex and expensive:
• Central units, remote controls, peripherals and remote servers 

need to be paired together at some point
• Costly in the field, because handled by a specialized installer
• Costly in terms of brand appreciation if DIY
• Astringent and expensive in the factory if bundles need to be 

pre-programmed and pre-packed together
• Security is weak because secret pairing keys are therefore 

never renewed during product life
 Always extra costs incurred by logistics, installers, stocks, 
negative image

• Avnet Silica factory-pre-provisioned secure elements solve 
this:

• With state-of-the-art mechanisms, pairing can be done simply 
in the field with the greatest out-of-the-box experience 
guaranteed

• With state-of-the-art mechanisms, keys can be renewed 
easily at will without human support in the field

• AVS takes the burden of personalizing secure elements 
included in the cost of the component

• Solution = secure elements with enhanced cryptography 0.80 
– 1.20€

Devices connecting to (remote) server
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What is network security about ?
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IoT = process loops cross-harvesting data
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Typical connection of IoT device – need to trust many!

LAN
Local wired 
or wireless

WAN
Cellular, 
DSL, fiber, 
etc WAN

Cellular, 
DSL, fiber, 
etc

Weak security Ok-Good security Ok-Good securityGood security
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How about not having to trust anyone – just in case ?

LAN
Local wired 
or wireless

WAN
Cellular, 
DSL, fiber, 
etc WAN

Cellular, 
DSL, fiber, 
etc

Weak security Ok-Good security Ok-Good securityGood security

How about an extra layer of device- to-server strong security ?
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What is really needed…
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How secure are standard MCUs ?

It takes 16min, a laptop, 
Matlab, a 150€ USB 

oscilloscope & probe to 
extract an AES128 key from

any non-secure MCU

Courtesy of Driss Aboulkassimi – CEATech – FR – driss.aboulkassimi@cea.fr

mailto:driss.aboulkassimi@cea.fr
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Standards – Legacy CC and EMVco are too expensive for IoT
Eurosmart is preparing a new European label for IoT in 2018

Information 
Technology

BankingIoT

INFINEON
ST SAFE
NXP, MAX

MORPHO
TO136
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Product portfolio
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Quick product selection guide

Project

Linux
Windows

Light/No OS
Low-power

Brand 
protection

Usage control

Secure 
FW/SW 
update

Off-line paired 
devices

Server 
connected 

device

Light/No OS
No power 
constraint

Brand 
protection

Usage control

Secure 
FW/SW 
update

Off-line paired 
devices

Server 
connected 

device

MAX DS28C36

NXP A1006
ATSHA204
MAX DS28E15
INF TRUST B

NXP A1006
INF TRUST B ATECC108

MAX DS28C36

INF TRUST E
ATECC108

NXP A1006
TO136

TO136

TO136

MAX DS28C36
STSAFE A100

INF TRUST E
ATECC508
NXP A070CM

MAXQ1061
STSAFE A100

ATECC508
NXP A070CM

MAXQ1061
STSAFE A100

Low-power products 
can of course be used 
in the right column as 
well

TPM:
INF SLB96xx
STM ST33PHF
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Secure Elements are an affordable and elegant way to keep
private keys safe and to solve key generation & renewal
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Avnet is worth more than just hardware
We are the only ones putting all the pieces together!

Hardware

Stacks

Security services
Secure element personalization

Certificate Authority Services
Key Management Services

Bluetooth, WiFi, cellular modem 
interface stacks

TLS, HTTPS, MQTTS

Secure Elements
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• « The TO136 secure element is mounted on Avnet Silica’s Visible Things™ 
LoRaWAN modem PMOD plugging into a temperature sensor. This sensor 
board connects wirelessly to an Actility base-station provisioned on 
ThingPark Wireless providing the LoRaWAN Join Server capability required 
by the Over-the-Air Activation and the link to a cloud-hosted control panel.”

• Part number : TO136-LoRaWAN-OTAA

• “STMicroelectronics Works with Sigfox to Extend Plug-and-Play IoT Security 
to Industrial and Consumer Device Makers”

• Part number : STSAFE-A1SX

LPWAN 
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• LoRaWAN 868MHz ETSI reference 
design

• Ultra-low-power Cortex M0+ based:
• 500nA RTC sleep
• 128kB flash
• 32kB RAM

• LoRaWAN 1.0.2 stack with TO136 
secure element interface

• UART
• AT-command interface

• Ordering code:
BAEPMOD-COM-023-A01S

Avnet Silica Visible Things™ LoRaWAN secure PMOD

SX1272 
transceiver

Cortex M0+ 
MCU

TO136-
LoRaWAN-OTAA 
secure element
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Security web page – featuring all products
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Security web page – capability brochure
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• Explains end-to-
end security 
strategy

Security web page – white paper
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• Available on web page and 
YOUTUBE (Avnet Silica 
channel)

• https://www.youtube.com/us
er/SILICAMarcom/videos?so
rt=p&view=0&flow=grid

Security web page – movie

https://www.youtube.com/user/SILICAMarcom/videos?sort=p&view=0&flow=grid
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Visible Things V2 
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Next Generation Starter Kit
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SIdO Demonstrations

• Visible Things: Cellular Connectivity using 
eUICC Technology to Demonstrate MNO 
Switching

• Visible Things: Sensor to Server Secure IoT

• Visible Things: Image Capture, and Microsoft 
Azure Cloud Based Cognitive Services.
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Sonia.corrard@avnet.eu
+33 6 08 72 99 58

Romain.tesniere@avnet.eu
+33 6 27 80 27 55

mailto:Sonia.corrard@avnet.eu
mailto:Romain.tesniere@avnet.eu

