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Contexte de la norme

L'association ISA (International Society of Automation) est
une association ameéricaine a portée mondiale fondee en
1945 sans but lucratif qui regroupe pres de 40.000
membres.

Elle développe des standards, certifie des professionnels,
fournit des cours, publie des articles technigues, organise
des conférences pour les professionnels de
I'automatisation.

Son comité ISA99 est un groupe de travail ouvert de plus
de 500 membres sur I'aspect cyber-sécuritée.



Contexte de la norme

ISA FLASH N°59 -Décembre 2015 Bulletin d’information d’ISA-France

VISION

MISSION
Enable our members, including world-wide subject matter experts, automation suppliers,
and end-tnery to work-together - 1o develop-and deliver the teghest quality, unbined automation
Information, incuding standards, training, publications, and certifications

ISA will use data to SA wll dedy
undeérstand trends,
I make decisions, and
develop products and
services that align
v | with market needs




Contexte — France

L'association ISA France est le chapitre francais
de l'association ISA

Liens :
* Site ISA France : http://www.isa-france.org/.
* Wiki ISA 99 international http://isa99.isa.org,

* Wiki en francais de I'|'SA99 :
nttp://www.standards-isa.fr/isa99



http://www.isa-france.org/
http://isa99.isa.org/
http://www.standards-isa.fr/isa99

Sources de la présentation

* e wiki de la commission ISA99 de l'association
|ISA,

e Les informations et lettres de l'association ISA
France,

* Les travaux menés par le CLUSIF (cybersécuritée
des systemes industriels, par ou commencer ?),

* Les sources ouvertes sur le sujet.



Raisons de la norme

Présentation de Jean-Pierre HAUET au FIC 2010 :

La cyber-sécurité est un sous ensemble de la securité fonctionnelle (ou
sdreté de fonctionnement), correspondant a la protection contre un
certain type d'agressions externes,

La sécurité fonctionnelle se fonde actuellement sur la norme CEIl 61508
et sur ses dérivéees,

Cette norme impose I'analyse du systeme face aux agressions internes
et externes.

Elle introduit la notionde Safety Integrity Level (SIL 1 a 4) comme un
Indicateur et mesure de la sécurité fonctionnelle,

Au moment de sa conception, les cyber-attagues étaient du second
ordre (isolement et technologies spécifiques des systemes de controle)



Raison de la norme
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Une famille de normes

Master glossary of
ferms and abbreviations

Systern security
conformance metrics

Cancepls and models

1ACS security life-cycle
and use-cases

27001 — 270@—“

IACS / SMSI—

) K

_ e
e
od
ﬂ = .
.E Requitemsants for an Implementation guidance Patch management in Requirements for IACS
: ; ot for A LGS £ sourit e - : S 3
ACS security or an 1ACS security {he ACS enviranment soluban suppliers
3 managemant system management systam
e 3 4 =i =
" /"'
s

System

Systemn security

requitements & Q
security levels

Security technologies
far IACS

Security risk assessment
and system design

Component

|5A-6E2443-4-1

Techoical secunily
_readirements far [ACS
- companents

Praduct development
requirements

selon le « security level »

Certification
d'équipements
- ISA Secure

//

— L 4 niveaux « SL »

o = — _—
/ =| Published 3;;9 In develapment 4 Pranned

j'j' FPublished {under review) %3 Qut for commentivote

e , , ,
Mesures de sécurité adaptees,

s



Positionnement 62443 / VVolumétrie

Volumétrie

7 T

N | werwsor: [ wonecmins
NIST SP800-82 ISO/IECTR 27019

NERC - Critical Infrastructure
Protection Standards

Dok - Cyber Security
Procurement Language

for Coztrul_ Systems NRC - Regulatory Guide | CPNI- Process Control
Sreion 5.71 and SCADA security

Une centaine de AIEA - La sécurité dans les [l ENISA - Appropriate security

pages installations nucléaires measures for smart grids

ENISA - Protecting industrial ANSSI - Méthode de
control systems classification et mesures
| principales et détaillées
APl - APl 1164 Pipeline -
ANSSI - Maltmf!rla SSlI
pour les systémes
industriels
p— = DHS - CSSP
QUEIques dizaines Recommended ioritizi NIST - Framework for
de pages 3 SANDIA - Prioritizing g s
P g Practices Equipment & Mitigation Improving Critical

Infrastructure Cybersecurity

DoE - 21 steps for SCADA

2008... ...2014

Source CLUSIF — Groupe de travail SCADA

>




Positionnement 62443 / Origine

d Transverse

IEC-62443
IEC 61508

ANSSI - Méthode de classification et
mesures principales et détaillées

ANSSI - Maitriser la 551 pour

les systémes industriels
ENISA - Protecting industrial
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DHS - CSSP Recommended
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Positionnement 62443 / Public
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Parallele avec I'l'SO2700x

IEC 62443 : vers une définition holistique des niveaux de sécurité

La philosophie de la norme IEC 62443 (ISA99) relative a la cybersécurité des installations industrielles, repose sur deux
approches complémentaires :

- d’une part, une analyse des mesures de nature organisationnelle (les « policies and procedures »), a mener selon les
principes des normes I1SO 27001 et 27002, adaptees et retranscrites dans le cadre du standard IEC 62433-2-1 (révision
en cours de finalisation) et complétées par I'lEC 62443-2-4 dans le cas des intégrateurs et fournisseurs de service ;

- d’autre part, des regles techniques, déefinies dans le standard IEC 62443-3-3 (norme publiée) permettant de définir de
facon objective, grace a une centaine de criteres, les niveaux de sécurité (SL allant de 0 a 4) que I'on peut accorder a
une installation donnee au regard de chaque exigence essentielle définie par la norme (FR 1 a FR7).

Le standard IEC 62443-3-3 applicable aux systéemes, et son extension I'lEC 62443-4-2 applicable aux composants de ces
systémes, constituent une avancée majeure dans le domaine de I'évaluation de la cybersécurité des installations industrielles
car ils prennent en considération les spécificités du monde industriel et propose une approche technique rationnelle pour

mener les évaluations.

Cependant, aux cotes de I'approche technique, I'approche organisationnelle héritée de I'ISO 27000, reste qualitative. Ceci fait
que, si les cotations SLO, SL1...S5L4 que l'on peut accorder a un systeme prennent bien en compte les qualités intrinseques du
systeme (c’est-a-dire sa « capability »), elles n’intégrent pas toutes les données particuliéeres a son exploitation dans un
environnement donné.



Parallele avec I''SO2700x et avenir

Afin de remédier a cette situation, un nouveau groupe de travail, animé par Pierre Kobes (Siemens) et Lee Neitzel (Wurldtech),
I'ISA99-WG3-TG3, a éeté constitué. Son objectif est de mettre au point une approche holistique afin de parvenir a une notion de
« niveau de protection » intégrant I’ensemble des aspects a prendre en considération.

Pour ce faire, la notion de niveau de protection s’appuierait sur le concept de « niveau de maturité (Maturity level) », introduit
dans I'lEC 62443-1-1 (Revision) et précisé dans I'lEC 62443-4-2. Ce concept est dérivé de celui de maturité logicielle (Maturity
Level ou CMMI) introduit il y a une trentaine d’années par le Carnegie Mellon Institute dans le domaine du développement des
logiciels et communément utilisé dans I'industrie. Dans le cas de la cybersécurité, il s’agirait de caractériser la maitrise des
intervenants dans la mise en ceuvre des differentes pratiques permettant de construire la cybersecurité (figure 1).
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pour définir les Protection levels — Source : ISA.

Partant de |a, disposant des Security levels (SLs) afférant a un systéme et du Maturilty levels (ML) afférant a I'organisation qui en
est responsable, il semble possible de combiner les deux afin de définir un niveau de protection (PL ou Protection level) d'une
installation.

Ceci est I'idée générale et elle nous semble intéressante. Mais le groupe démarre tout juste ses travaux et il y a encore du
chemin afin que cette approche ne devienne un standard, approuveé et documente.

Jean-Pierre Hauet — jean-pierre@hauet.com
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ISA Secure
Certification de systemes

E |EC 62443 CONFORMANCE CERTIFICATION HOME ABOUTUS CONTACT | <o Q
ISASecure: Certifying Industrial Control System Devices and Systems

CERTIFICATION  BLOG  CERTIFICATION-BODIES ~ END-USERS  LEARNINGCENTER  NEWS-EVENTS  SUPPLIERS  TEST-TOOLS JOIN NOW SIGNIN
Home Certification 'i a m
IEC 62443-4-2 - EDSA Certification
Certification

IEC §2443-4-2 - EDSA . .
Certification (In Japanese) ISASecure® Certifications

The ISA Security Compliance Institute (ISCI), a not-for-profit automation controls industry consortium, manages the 1ISASecure™
conformance certification program. ISASecure independently certifies industrial automation and control (IAC) products and systems to

IEC £2443-3-3 - SSA Certification
ensure that they are robust against network attacks and free from known vulnerabilities.
IEC 62443-4-1 - SDLA &Y g “

Certification
ISCl also offers an ISASecure organization process certification for product development organizations. The Security Development

Lifecycle Assurance (SDLA) certification promotes security development lifecycle practices intended to improve the quality of security in 1AC
systems.

The ISASecure™ designation is earned by industrial control suppliers for products that demonstrate adherence to industry consensus cyber
security specifications for security characteristics and supplier development practices,

The ISASecure program is based upon the 1AC security lifecycle as defined in ISA/IEC 2443, At this time, the scope of the 1ISASecure
certifications includes assessment of off-the-shelf IAC products and IAC product development security lifecycle practices.

SEE OUR CERTIFICATIONS AND HOW THEY
HFI P RFNLICF RISK IN YOLIR INNLSTRY R D B e B S L T 3 e



|ISA Secure versus ANSSI

La cybersécurité des systémes de contrdle : comparaison entre les approches ISA/IEC et ANSSI

L’'ISA a été pionniére en formalisant une approche graduée de cyber-sécurisation des systémes numeériques industriels, basée
sur le concept de niveau de sécurité qui est noté en abrégé « SL » (Security Level) dans les documents constitutifs de le standard
ISA99, aujourd’hui repris par la CEl en tant que norme |EC 62443.

Ce type d’approche est devenu un dénominateur commun dans le domaine des Sl industriels et a été adopté par d'autres
standards publiés depuis : dans le nucléaire (IEC 62645, NRC 5.71, AIEA NSS#17), dans d’autres référentiels de I'industrie (NIST
800-82 r2 en cours de finalisation) et par ’ANSSI dans deux documents essentiels : « Méthode de classification et principales
mesures » et « Mesures détaillées » publiés en janvier 2014. Les grands groupes industriels qui ont initié des programmes de
cybersécurité retiennent également ce type d'approche, souvent en déclinant I'un ou I'autre des référentiels.

Face a cette multiplication des référentiels, les équipementiers (actionneurs, automates, supervision...) et les intégrateurs
s'inquiétent de savoir si ces approches sont compatibles entre elles et notamment avec les exigences francaises éditées par
I’ ANSSI. Plusieurs constructeurs d’automates ont étudié de prés les exigences ANSSI pour les comparer a celles de I'ISA/CEl mais
les résultats restent confidentiels. ISA-France et le groupe de travail SCADA du CLUSIF ont donc décidé de réaliser une étude
similaire pour la partager publiguement : c’est I'objet du présent article qui traite des niveaux et critéres de classification, avant
de se pencher précisément sur la comparaison de certaines exigences.

Source ISA Flash N° 56



|ISA Secure versus ANSSI

Les principales différences entre les deux approches

Affectation des systémes a des classes (ANSSI) ou a des SL (ISA/CEI)

Une méthode d'affectation a une classe est suggérée dans le document de I'ANSSI et est conforme a 'esprit « High-level risk
analysis »* de I'ISA/CEI, a savoir une prise en compte a la fois de I'impact en cas de cyber-attaque réussie (sur les personnes, les
biens, I'activité économigue et 'erwironnement) et d'une estimation de sa probabilité sur la base d'un modéle prenant en
compte les type de systémes, la connectivité, 'accessibilité et le type d’attaquants.

Pour I'ANSSI comme pour I'ISA/CEI, I'approche est aujourd hui plutét qualitative, guidée par des scénarios. L'ISA/CEl mentionne
(annexe A de 62443-3-3) gu'avec I'augmentation des connaissances et des modéles mathématigues sur les attagues, risgues et
les incidents, on peut espérer a terme avoir des modéles plus quantitatifs, basés sur des approches statistiques.
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Figure 1 : Logigue d'affectation a une classe selon |'ANSS|



ISA Secure
Certification de systemes

The ISASecure™ designation is earned by industrial control suppliers for products that demonstrate adheren
security specifications for security characteristics and supplier development practices.

The ISASecure program is based upon the [AC secunty lifecycle as defined in ISAIEC 62443, At this time, tr
cerifications includes assessment of off-the-shelf 1IAC products and 1AC product development security lifecy

SEE OUR CERTIFICATIONS AND HOW THEY
HELP REDUCE RISK IN YOUR INDUSTRY ISASecure does not offer assessments for integrator site engineering practices or asset owner operations al

|SASecure certifies off-the-shelf systems; not the site engineered / deployed systems.
LEARN MORE

ISCI offers three certifications with four security assurance levels (SAL) in alignment with ISAIEC 62443,

. " . 1. 1ISASecure Embedded Device Security Assurance (EDSA) Certification
View Certified Devices

2. |

(¥

SAS

(81}

cure System Security Assurance {SSA) Certification

3. I1SASecure Security Development Lifecycle Assurance (SDLA) Certification

Contact Us Now

The government of Japan has adopted 1SASecure as part of their critical infrastructure protection scheme an
lab to process cerifications locally in Japan. Japanese language translations of ISASecure certification spec
Japanese |SASecure Certification Scheme web pages.

ISASecure EDSA Certification Scheme (In Japanese)

To see the complete list of certified devices, visit the 1SASecure Certified Device List page,



62443-3-3 — SSA
System Security Assurance

Ensures Security Was Designed-in and Can Be Maintained
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62443-3-3 — SSA
System Security Assurance

Maintenance of ISASecure SSA Chartered Lab CRT Lab

ISASecure SSA Certification ! Operations and Operations and H::LE:?:L“
Certification Requirements Accreditation Accreditation (EDSA-201)
(SSA-301) — (SSA-300) (SSA-200) (EDSA-2086)
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62443-3-3 SDLA
Security Development Lifecycle
Assurance

SDLA Certification Scheme (SDLA-100)

Requirements for Chartered Lab
SDLA Certification Operations and
and Maintenance Accreditation
(SDLA-300) (SDLA-200)
J: l l ISO/IEC 17065
SDLA SDLA Sample Symbol and
(SDLA-312) Report Cerificate ISO/IEC 17011

(SDLA-303) (SDLA-204)

ISA 62443-m-n



EDSA

Du concret pour la
certification des systemes embarqués



62443-3-3 EDSA
Embedded Device Security
Assurance

Certification Scheme (100)

Maintenance of ISASecure Chartered Lab CRT Tool ISCI Certification
ISASecure -— Certification @~ «—— Operations and Recognition Scheme Operation
Certification (301) Requirements (300) Accreditation (200) (201) (101)
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62443-3-3 EDSA
Embedded Device Security
Assurance

LEVEL 1 LEVEL 2 LEVEL 3

Software Development
Security Assessment

Functional Security
Assessment

Communication Robustness
Testing (All Levels)




EDSA 100 - dans le concret

Security Level 3

Security Level 2
Security Development
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Security Level 1 Security Development
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Security Development
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Vulnerability Identification
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Testing

Communication Robustness Testing
(CRT)

1
(143) Sunsay ssauysnqoy

Figure 1 - Structure of ISASecure Embedded Device Certifications



EDSA 100 - dans le concret

EDSA Certification
scheme (EDSA-100)
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canification 2 certification : . operations and operations and recognition
(EDSA-301) requirements accreditation accreditation (EDSA-201)
(EDSA-300) (EDSA-200) (EDSA-206)
e "E::-—._______‘_
‘,--’j—f—’- v F M R
SOAEC 17065
" SDA-E EDSA ;
FSA-E iy Symbol and —
(EDSA-311) (EDSA- 312) Hepg "t certificates ISOAEC 17025
(EDSA-303) S i =
- OAEC 170711
S[:LA Cert J SDLA ERT | VIT palicy I15A 6244311
schneme (SDLA- 312) : "| specification
(SDLA-100) &y Y (S5A-420)
/T%;‘?——_—:T::——__l_‘————___
\H\_“\_ e —
CRT CRTARFP ||CRT IPv4 CRT CRTUDP ||ICRTTCP
‘Ethernet” | |(EDSA-402)| (EDSA-403)| {CMFPv4 (EDSA-403)| |(EDSA-406)
(EDSA-401)| (EDSA-404)

Figure 2 - ISASecure EDSA Documents




Complinnce Instituis

EDSA 311 - dans le concret

Auvtumation Standards EDSA-311

|54 Security Compliance Institute - Embedded Device Security Assurance -
Functional Security Assessment (FSA)

Data Confidentiality

Requirement 1D

FSA-DCA1

FSA-DC-1.1

FSA-DC-1.2

FSA-DC-1.3

FSA-DC-2

Mm,mm
Reference Name Requirement Description Source of Requirement I
Caonfidentiality of Data in The IACS embedded device shall protect the confidentiality of FR 4.10 COMMUNICATION CONFIDENTIALITY NA
Transit transmitted information NIST 80{-53 SC-9

The IACS embedded device shall not send any data Indear |, ,¢ ~oumUNICATION CONFIDENTIALITY (1)

Mo Clear Text in Data Transit text format for basic prevention of unauthorized disclosure of Al
information during communication - P00 LR

Cryptographic Protection far mﬁ:g‘thum densiom Sh"’ﬁ md“ﬂ':‘;”wmma'ii mﬂu_"“ ation FF4:10 COMMUNICATION CONFIDENTIALITY (1) i

Data Confidentiality : prevent anaottio e NIST 800-53 SC-9 (1) ’
during communication

Cryptographic Key The IACS embedded device shall provid tod € FH":(;ES;NP:::DGHAPHM KEY ESTABLISHMENT AND %

Management for automation of cryptographic key management NIST B00-53 SC-12

Gonfidentialily of Data at Rest The IACS embedded device shall provide measures to protect NIA

confidentiality of stored information

Comments / Clarifications

‘Within a protected area physical controls may be
sufficient

If required by application and not directly supported can
only be allocated if confidentiality is only needed outside
the zone of the embedded controller and the
communications can be limited to the zone or encrypted
by a boundary device prior to leaving the zone.

If required by application and not directly supported can
only ba allocated if confidentiality is only needed outside
the zone of the embedded controller and the
communications can be limited to the zone or encrypted
by a boundary device prior to leaving the zone.

Key generation needs to be performed using an
effective random number generator. The policies for key
management need to address such tems as periodic
key changes, key destruction, and key distribution in
accordance with defined standards

Can provide additional layer of security for high value
data.

May not apply frequently to embedded products but can
protect critical information stored within an otherwise
non-secured environment




EDSA 312 — SDL assesment

El::n:l:::f-nhnd-ﬁ ED5A-112 Phase: SMP
= A et 54 Security Compliance Institute - Embeddad Device Sacurity Assurance -
Software Development Security Assessment
‘Requirement ID Requirement Name Requirement Description Source of Requirement Comments:Clanfications
|Project Management
A e curity manage ment plan, which documents the plan for
enauring hat security i addressed throwghout the development
5 DEA-SMP-1 Sacurity Man agemsnt Plan Efecycs, shall be created as a stand alone docwment or as part  [EC-61508-3: 621
of anofer plan, unless securnity management is already
inchuded as part of the siandard software develop Eecycle.
S05A-SMP-1.1 ldentification of responsib@iies  responsibe for camying ol and reviewing the applicable IEC-61508-1; 62.1b
security redated acfviies shall be documented,
S DSA-SMP-12 Review of securily managament If a securnily management plan is created i shall be reviewsd by IEC-61508-1: 623,624 &
péan all fwse wiho ans assigned responaibility in the plan, DO-178B: 4.2g
The development organizafion shall establish a Fe-cyde modal %f;s"’g‘_‘l ’3‘1”-“*
SOSA-SMP-1.3 Liecycie Modsl 1o e wsed in fhe development and maintenance of the product. ISOVED 1.5#!13—3 ALC LODL1AD
This modsal shall be documented. ) = o
The Mecycle modsd shall document the fransifion between
software Becyds processes by spadfying: (1) The inputs to fhe
SDSA-SMP-131 Lifecyche Modsal Detalis process, mchuding feedback from other procesaes, (2) Any DO-178B: 4.30
integral process acivifies that may be required to act on these
inputa, (3) Avadabiity of toofs , methods, plans, and procedur es.
Al peopls nvolved in softwars development of a product that
has security concerns shall be given basic training in good
Security enginesring pracice and the secure development Enginesrs must unde rstand what it takes to build and
malﬂwihmﬂmhml In addition, software  CLASP: Inatiude security aware ness program defiver secure fsatures; not how o develop security
SDOSA-BMP-1.4 Basic Security Training dopers shall fwe detaiiad training on common basic Microsoft: Stage O: Eduwcation and awarensaz features. These skills are currendy not taught in most
causas and mitigation technigues. Taat!m shall receive fraining IEC 61508-1: 6.2.1.h coflleges and universities and on average most software
In security test echniques. The security management plan emginesrs know very Bibe about software security.
should docisment the security training plan for a fhose working
on fve software development
Thwose invobved in software development of 8 product that has
SOSA-SMP-1.5 Compsatence SeCurity comtems must be competent in camying out the tasks  IEC 61508-1: 6.2.1.h
assigned to them.
The development organizafion shall identify 2 development ISOVIEC 154083 ALC TATIID & MOTE: Undess cthersise noffied the referencs I1SOVIEC
SDSA-BMP-1.6 Dewvelopment Tools toods (ncisding versions) used o create the product and IEC 61508-3: ?4.42 == A 1 5408-3 here after designates the 2008 version, s
document fhie information. s ISOVIEC 15408-3:2008.
The development onganizafion shall document fhe selected
SOSA-SMP-16.1  Development Tools Opions  implementafion-dapendsnt opfions of the development toolain  ISOVIEC 15408-3: ALC_TAT1.2D
the security management plan.
DSA-SMP- Fevigion of security The software planning process should provide a2 means o :
B gL managsement plan revise the secuwrity management plan as a project progresses. DO:1766: 420
SOSA-SMP2 Aciion §em Rasolution A procasn sholl edst for eneurng that ackon Rema from roview | g g0 g 4

mestings are doowemented and racked to dogure.
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If the DUT fails to adeguately maintain an essential service or exhibits other behavior that indicates a failure
during a protocol-specific robustness test, this behavior SHALL be reproducible before the test is given a
failed status.

A documented reproducible deterministic process (which MAY be a seeded pseudo-random process) SHALL
drive basic robusiness and bad stress testing, so that, for a specific implementation of the sofiware under
test, thes e phases of the testing comprise a 100% reproducible process with no variance..

When a pgeudo-random test process is employed to drive robustness testing, that process SHALL be keyed
by an initial seed value of at least 16 bits that SHALL be listed in the test report.

When a pseudo-random test process is employed, the test framework SHALL provide a mechanism whereby
a prior seed value can be configured before the test starts, so that a re-test of unchanged software will
generate the identical test sequence provided that the response sequence is unchanged.

It is the responsibility of the implementer of the protocol software in the device under test (DUT) to ensure
reproducibility of responses to a duplicated test sequence; when that is not possible, the assistance in
diagnosis that observable retest can provide may not be available.

The test process MAY use feedback during the test selection process, so that detected apparent anomalies
in the responses of the DUT can trigger focusing of subsequent tests on those protocol aspects that appear
to cause the anomalies to manifest. Thus any change or correction in the software under test may cause the
attack resistance tests to diverge at points where those changes affect the DUT s responses, thereby limiting
the extent to which instrumented retest can assist in diagnosis of the cause of the discovered anomalies.

9.6 Testreport
9.6.1 General

A test laboratory performing protocol-specific robustness testing provides a test report that meets the
following requirements. These reporting requirements are common to all protocols. Any additional reporting
requirements unigue to a specific protocol are discussed in the [SASecure robustness test specification for
that protocol. In addition, all CRT test reports meet the common reporting reguirements in Clause 7.

The report for a protocol-specific robustness test shall meet all of the basic test reporting reguirements in
Clause 7: Reguirement CRT.R20 through Reguirement CRAT.R28, inclusive.
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4.2.4.2 Jumbo frames

|IEEE 802.3 does not support “jumbo frames™ = ones whose size exceeds that permitted by the

IEEE 802.3 standard - because use of such frames would create interoperability problems. However,
many procurement specific ations require that purchased equipment support jumbo frames. When devices
hawve that capability, it typically is a configuration option of the device, used with the Ethernet Il version of
the “Ethernet” frame format. For more information see hitp:/en.wikipedia.org/wik'Jumbo_frame.

Due to lack of interoperability, devices that are configured to support jumbo frames and those that are
not (or cannot be) usually are not permitted on the same subnet. However, an attacker is not so
constrained. Therefore, while the DUT need not process jumbo frames correctly, it is not permitted to
makfunction when receiving jumbo frames.

4.3 Mandatory and optional protocol features

The mandatory features of the "Ethernet” protocol that are amenable to testing using standard "Ethernet”
hardware are:

M1) Each "Ethernet” frame SHALL contain at least 64 octets; frames that otherwise would contain
fewer than 64 octets SHALL include a Pad field, per IEEE 802.3, 3.1.1.

HOTE1 The Ethemet hardware of some TDs may extend automatically the size of frames less than the minimum. When
that iz the case, DUT testing of robustness to receipt of overly short frames (known as “runt frames®) will not occur.

M2y As used by the TD to test the DUT with valid frames, the *Ethernet” frame SHALL comprise a
maximum of 1518 octets when no Q-tag is present, or 1522 octets when one Q-tag is present, per
|IEEE 802.3, 3.1.1 and |IEEE 802.10Q.

WOTE 2 This size can increase o over 15 kB when jumbo frames (4.2.4.2) are employed on Ethernet |l networks.
Embedded devices are not expected to use such large frames when communicating with aufomation control devices.

M3) As used by the TD to test the DUT with invalid frames, the "Ethernet” frame MAY exceed the
maximum frame size specified in M1).

M4) The first (lsb) bit in the destination address fiekd SHALL be used to designate the address type as
either an Individual address (lsb = 0) or a Group address (lsb = 1), per IEEE B02.3, 3.2.3.b.
Howewver, the broadcast address (0xFF FF FF FF FF FF) is classified as a group address even
though its first bit is zero.

M5) The “Ethernet” frame's EtherType field SHALL contain a valid value as specified at
hitp:/www.iana.org/assignments/ethernet-numbers and
hitp:/standards .ieee. org/regauth/ethertype/eth.txt

ME) The number of pad octets required in a frame data field SHALL be computed such that the total
frame size is 64 B, and shall be zero when the total frame size without pad octets is 64 B or
greater.

HOTE The TD may exceed thia Bmit when testing the DUT = ability to accept or reject very lange framea.

The optional {i.e., conditionally present) features of the Ethernet || protocol are

C1) All Ethernet || frames received by a device with a destination address set to the |IEEE 802
broadcast address SHALL be presented to the superior netwark layer.

usual ly used to

reach min frame
size of 64 B

Figure 1 - IEEE 802.3 frame structure with IEEE 802.2 Type 1 and IEEE B02 SNAP

The Ethernet || frame is structured as shown in Figure 2, using a big-endian octet order. The location and
structure of the optional IEEE 802.1Q VLAM/priority tag is included.



ISA Secure — Equipements certifiés
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